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1

INTRODUCTION

Originally reserved for military applications, drones are increasingly being used for
commercial, research and recreational purposes. The increased use of drones in the
public space has not been without challenges, particularly near populated areas and
airports.1 Problems with drones being flown near Canadian airports have been
widely reported in the media and represent a growing public safety concern.2
This Background Paper provides an overview of drone technology and explains how
these vehicles are regulated in Canada. The first section explains what drones are
and identifies some of their civilian applications. The second section focuses on how
drones are regulated in Canada, and the third section highlights some of the privacy
and surveillance concerns related to drones. For comparison purposes, the fourth
section looks at how drones are regulated in the United States (U.S.). Finally, the fifth
section identifies future considerations policymakers will need to weigh in the
balance as they continue to develop the legal framework for drones.

2
2.1

DRONES: AN OVERVIEW 3
DEFINITION AND TYPES

In a report published in 2013, the Office of the Privacy Commissioner of Canada
(OPC) noted the following:
[T]he term “drone” is a catch-all term that refers to any vehicle that can
operate on surfaces or in the air without a person on board to control it; and
that can vary in size, shape, form, speed, and a whole host of other
attributes. A drone can be a model aircraft someone purchases in a store, a
mini-helicopter used by some police forces, or a large plane-sized aircraft
sent to a war zone. 4

Canadian law currently distinguishes between unmanned air vehicles (UAVs) and
model aircraft, based on the drone’s size and intended use. In the U.S., regulations
refer to drones as “unmanned aircraft systems” (UAS), as do proposed new
Canadian regulations, whereas the International Civil Aviation Organization refers to
them as “remotely piloted aircraft systems” (RPAS). The three main terms used to
identify drones – UAV, UAS and RPAS – are sometimes used interchangeably,
despite some minor differences in their definition. 5
It is difficult to define broad categories of drone, given how much the devices can
vary in size, shape, form, speed and other attributes. However, as a general rule,
drones can be classified as either fixed wing or rotary wing (see Figure 1 below).
Large fixed-wing drones are typically used for military purposes and can fly at up to
25,000 feet for up to 40 hours. Manufacturers also make small fixed-wing drones that
can fly at up to 19,500 feet for over 24 hours and that are becoming popular for law
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enforcement purposes in the U.S. Some small fixed-wing drones – designed to look
like traditional model aircraft – are also available on the consumer market.
Typically, rotary-wing drones are small, cheap and portable, made to be carried and
operated by a single individual. Such drones are more commonly used by hobbyists,
although they have also been used for law enforcement operations. For example, the
RCMP uses small rotary-wing drones to obtain a bird’s-eye view of traffic accidents
and crime scenes.6 However, not all rotary-wing drones are small: Dubai recently
conducted its first test of a drone taxi service using an 18-rotor unmanned vehicle.7
Figure 1 – Drone Types

Some companies have also tested biomimetic drones, which imitate naturally occurring
animals or plants (e.g., birds, snakes and insects). For example, in 2011, an American
company demonstrated a biomimetic drone that mimics a hummingbird as part of a
contract awarded by the U.S. Defense Advanced Research Projects Agency. 8
Unmanned blimps or balloons are sometimes considered drones, as they can sit up
in the sky in a single place to observe an area for an extended period of time; such
“drones” have been tested along the U.S. border with Mexico.

2.2

DRONE APPLICATIONS

Drones are often considered a desirable alternative to manned flights, due to their
flexibility and unique capabilities. These vehicles can be deployed on demand and
can sometimes stay in the air longer than a manned aircraft. Drones are flexible in
the tasks that they can perform and can be tailored to a specific purpose depending
on what equipment, such as cameras and sensors, is mounted on board.
In Canada, there will be an estimated 337,468 drones by the end of 2017. Of these, it
is estimated that 74% are used for recreational purposes and 26% are used for
non-recreational purposes. 9
As can be seen in Figure 2, drones can be used for both military and civilian
(commercial and recreational) purposes. Worldwide, drones used for military
applications account for the majority (almost 90%) of spending on drones. 10 Drones
used for recreation are currently the largest civilian market in terms of number of
units sold; however, commercial drones are projected to be the fastest-growing
segment of the civilian market in terms of revenue. Estimates from Goldman Sachs
suggest that military, recreational and commercial drones will represent a
US$100 billion market opportunity between 2016 and 2020. 11 In particular,
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government and commercial operators are exploring drone use for jobs that are dull,
dirty or dangerous. For example, drones have been used to monitor the progress of
the clean-up operation that followed the Fukushima nuclear disaster in Japan.12
Other commercial applications for drones include surveillance, construction,
agriculture, resource exploration, meteorology, mapping and photography. 13 Drones
can also be used, for example, to monitor crops, inspect pipeline infrastructure or
fight forest fires. 14
Figure 2 – Drone Applications

In one recent application of the technology, the City of Ottawa hired a company to
use its “Goosebuster” drones to control the Canada goose population on Petrie
Island. The drones are equipped to play the sounds of predators to scare away the
geese, which were deemed a nuisance as their droppings would break down in the
rain and leach into the water, raising the levels of E. coli bacteria. 15
Drones are also being tested as possible delivery vehicles. In the U.S., for example,
the National Aeronautics and Space Administration (NASA) was part of a drone test
flight delivering medical supplies over a short distance in Virginia that was the first
Federal Aviation Administration (FAA)–approved drone delivery. 16 Some companies,
such as Amazon, Alphabet Inc., DHL and UPS, have started testing automated
(i.e., computer- rather than human-piloted) drones as delivery vehicles. 17
In Canada, Drone Delivery Canada has received authorization to test the company’s
drone delivery platform in Alberta and southern Ontario. Among other things, the
company plans on using drones to serve remote parts of Canada, including
Indigenous communities.18 In addition, Canada Post has started to examine the role
of drones in making deliveries, but it has yet to implement any specific projects to
test the technology. 19
Finally, some reports suggest that delivery drones are being used for illegal
purposes, for example, to deliver contraband (such as drugs and mobile phones) to
prison inmates. 20

LIBRARY OF PARLIAMENT

3

PUBLICATION NO. 2017-23-E

CIVILIAN DRONE USE IN CANADA

3
3.1

REGULATION OF DRONES IN CANADA
CURRENT REGULATIONS AND INTERIM ORDER

Drone users are considered pilots 21 and, as such, their activities are governed by the
Aeronautics Act and its regulations. 22 Specifically, the regulatory framework for drone
operation is contained in the Canadian Aviation Regulations (CARs).23 Transport
Canada has jurisdiction to enforce compliance with federal aviation law and can
issue fines to both individuals and companies for specific regulatory breaches.24
As drone use has expanded and evolved, pressure to adapt the regulatory
framework has grown and, in 2010, Transport Canada established a working group
to develop recommendations for regulatory change. 25 Some of these changes have
already been implemented, while others are expected to come into effect in the near
future.
Broadly speaking, the CARs at present regulate drones based on their size and use:
drones weighing less than 35 kg that are used for recreational purposes are
classified as “model aircraft,” while drones that do not fall into that category are
considered UAVs. 26 In other words, drones of any weight used for non-recreational
purposes, and recreational drones weighing over 35 kg are categorized as UAVs.
Currently, pilots planning to use drones categorized as UAVs must obtain a
Special Flight Operations Certificate (SFOC) 27 from Transport Canada, unless one of
two exemptions applies:
•

Operators of UAVs weighing 1 kg or less can operate without an SFOC provided
they can meet certain exemption conditions. 28

•

Operators of UAVs weighing over 1 kg and up to 25 kg are allowed to operate
without an SFOC provided they meet certain exemption conditions and notify
Transport Canada of their activities.29

The exemptions were introduced in 2014 to allow non-recreational operators to
conduct lower risk operations in more remote areas without an SFOC. 30 However,
drone operators flying under an exemption must comply with a list of restrictions,
including the requirement to operate their drones within visual line-of-sight (VLOS).
As a result, many commercial operators have to continue to file for an SFOC, a
process that places a considerable burden on both drone users and the
department. 31
In contrast to the regime governing UAVs, model aircraft were minimally regulated
until very recently. The main requirement governing the use of recreational drones
weighing less than 35 kg was a “catch-all” safety provision that prohibited
recreational drone users from flying their drones into a cloud or in a manner that was
or was “likely to be hazardous to aviation safety.” 32 However, in March 2017, citing
concerns about the growing number of incidents involving recreational drones, the
Minister of Transport announced an Interim Order governing recreational drone
use. 33 The Interim Order, subsequently revised in June 2017, was designed as a
temporary measure, pending the development of permanent regulations. 34
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The Interim Order sets out detailed rules with which recreational drone users must
now comply. Notably, recreational drones must not be flown in the following
circumstances:
•

higher than 90 m above ground level (section 5(1)(a));

•

within 5.5 km of an aerodrome (section 5(5)(a)); 35 or

•

at night (section 5(1)(f)).

In addition, the following conditions apply:
•

Recreational drones weighing between 250 g and 1 kg must remain 30 m from
vehicles, vessels or the public (section 5(3)).

•

Recreational drones weighing between 1 kg and 35 kg must not be operated
within 75 m of vehicles, vessels or the public (section 5(4)).

•

Operators must not operate more than one drone at a time (section 5(2)).

•

Operators must maintain VLOS at all times during the flight (section 7).

•

Operators must give way to manned aircraft at all times (section 6).

•

Drone owners must ensure that their contact details are clearly visible on the
drone (section 8).

Some drones on the market will be exempt from the requirements, as the
Interim Order does not apply to drones weighing less than 250 g that are used for
recreational purposes.36 In addition, recreational users who are members of the
Model Aeronautics Association of Canada (MAAC) are exempt from the Interim Order,
provided they fly at MAAC-sanctioned sites and events (section 3(2)(b)). 37

3.2

PROPOSED REGULATIONS

In July 2017, Transport Canada published its proposed new drone regulations in the
Canada Gazette for consultation with Canadians. 38 These new regulations will
introduce a risk-based approach to managing drone use in Canada. Whereas the
purpose of the drone user’s activity currently dictates the applicable regulatory
regime, 39 the proposed regulations will no longer distinguish between recreational
and non-recreational use, and the applicable rules will instead depend on drone size
and operating environment.
The proposed rules introduce new categories of drones and operations:
•

Very small drones are defined as weighing more than 250 g but no more than
1 kg. Transport Canada contends that most recreational drone users will fit into
this category.

•

Small drones are defined as weighing more than 1 kg but no more than 25 kg.
These are subdivided into two further categories according to intended use:


Small drones (limited operations) are intended for users operating in rural
areas.
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Small drones (complex operations) are intended for users operating “in urban
areas, within controlled airspace or close to anywhere that airplanes,
helicopters and floatplanes land and take off.” 40

The primary objective of the proposed regulations is to mitigate potential safety risks
to people and property on the ground. 41 The greater the risk that is posed by the size
or operating environment of the drone, the more stringent are the requirements
imposed on the drone pilot. For example, the rules propose allowing pilots aged 14
and over to operate very small drones, while pilots would have to be aged 16 or over
to operate small drones.
Some rules, including the requirement to hold liability insurance, apply to all of the
proposed categories of drone operators. In addition, pilots of very small drones or
small drones used for limited operations will have to pass a basic knowledge test,
whereas pilots who intend to fly in the complex operations category will need to hold
a pilot permit that is specific to small drones.
The proposed regulations do not apply to pilots operating micro drones (drones
weighing less than 250 g), although micro-drone operators would still be required to
operate in a manner that does not endanger life or property. 42 Drone pilots operating
large drones (more than 25 kg) or drones operated beyond the VLOS will have to
continue to apply for an SFOC on a case-by-case basis.43

3.3

CRIMINAL OFFENCES AND COMMON LAW CIVIL LIABILITY

By regulating how drones can be used, the CARs and the Interim Order seek to
ensure the safety of airspace users and the public at large, while facilitating drone
operations and encouraging innovation.44 However, despite regulatory efforts,
damage to property and persons may still occur. While it is impossible to enumerate
every conceivable type of harm that could be caused by drone activity, media and
academic commentary has focused primarily on two overarching concerns: safety
and privacy.
Even where high levels of regulatory compliance are achieved, users may lose
control of their drones or their drones may simply malfunction. In such instances,
drone users may incur liability for any damage caused. In addition, some drone users
may intentionally use their drones for nefarious purposes or choose simply to
disregard the rules. Over and above any penalties they may incur for regulatory
non-compliance, drone users may also incur criminal or civil liability if their activities
result in harm to people or property.
Recent high-profile incidents – including a drone crashing into a moving vehicle in
Belleville, Ontario, and allegations that a drone was used to spy on a woman
sunbathing topless in Vancouver – have raised questions as to how the law can
sanction irresponsible drone users and provide redress to victims. 45 In some
instances, certain provisions of the Criminal Code may apply. 46 These include the
following:
•

endangering the safety of an aircraft or airport (section 77);

•

operating an aircraft in a manner that is dangerous to the public (section 249);
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•

causing death by criminal negligence (section 220);

•

causing bodily harm by criminal negligence (section 221);

•

committing criminal mischief, relating to the damage, destruction or interference
with the enjoyment of property (section 430);

•

surreptitiously observing or making a visual recording of a person who is in
circumstances that give rise to a reasonable expectation of privacy, where
certain conditions are met (section 162); and

•

engaging in conduct that causes a person to fear for their safety or the safety of
anyone known to them, constituting criminal harassment (section 264).

Equally, the improper use of drones may result in civil liability under certain common
law torts 47 (i.e., wrongful acts or omissions), including the following:
•

negligence;

•

trespass;

•

nuisance; or

•

breach of privacy. 48

3.4

OTHER STATUTES AND LEGAL PROVISIONS

In addition to complying with the Aeronautics Act and its regulations, drone operators
must also respect all other applicable federal and provincial legislation and municipal
bylaws. While the CARs focus on safety, much of the relevant federal and provincial
legislation addresses privacy. 49
The Privacy Act 50 is Canada’s federal public-sector privacy law and it applies to all of
the personal information that the federal government collects, uses and discloses
about individuals.51 As a general rule, when initiating new programs, federal
organizations must undertake a Privacy Impact Assessment and demonstrate that
any intrusion on privacy is proportional to the benefit to be derived. The OPC has
pointed out that this is “particularly important in the case of covert or intrusive public
safety initiatives.” 52 Such activities could conceivably include intelligence gathering or
drone surveillance.
The Personal Information Protection and Electronic Documents Act (PIPEDA) is
Canada’s federal private-sector privacy law. 53 It applies to the personal information
that a private-sector organization “collects, uses or discloses in the course of
commercial activities” across Canada. 54 When drones are used for commercial
purposes, their use is covered by PIPEDA and subject to the same requirements as
any other data collection practice. However, in its 2013 report on drones, the OPC
noted that it may be challenging to produce sufficient evidence in support of a
complaint that a drone has been used to breach an individual’s privacy, especially in
the case of covert surveillance.
In addition, some provinces have enacted legislation creating a statutory tort of
invasion of privacy. 55 For example, Saskatchewan’s privacy legislation provides that
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it is a tort to wilfully violate the privacy of another person and lists visual surveillance
as an example of a privacy violation. 56
Finally, while the regulation of airspace is an area of federal jurisdiction,57 the
provinces are responsible for the management of public lands.58 In an attempt to
curb the use of drones in public places, some municipalities have introduced controls
through municipal bylaws. The City of Calgary, for example, prohibits the use of
remote-control devices both in and over parks, and on and over city streets. 59

4
4.1

SURVEILLANCE: PRIVACY IMPLICATIONS
STATE SURVEILLANCE

While recognizing the primacy of safety, some privacy experts have expressed
concern that regulators have given insufficient thought to the privacy implications of
widespread drone use. 60 The implications of drone use are potentially far-reaching
and extend beyond individual cases of voyeurism or criminal harassment to wider
societal questions relating to the acceptability of persistent surveillance and changing
expectations of privacy. 61
Although law enforcement officials and other state actors already have access to a
wide range of surveillance tools, drones enable surveillance that is “surreptitious,
cheap, efficient, persistent and agile.” 62 Thus, drones have the potential to play a
transformative role in the way in which societies conduct surveillance and data
collection: their mobility allows them to sweep large areas while their “sheer inhuman
patience” allows them to observe particular locations for days on end.63
Concerns about the use of drones for surveillance purposes have been amplified by
rapid advances in payload technology. In particular, cameras and other payload
technologies are reducing in size as they increase in both power and capability. For
example, some technologies today can use radar to see through walls; facial
recognition software to identify personal attributes (such as gender, age or skin
colour); or video analytics, among others. 64 It has been argued that the combination
of increased imaging capability, remote command capability and the ability to linger
for long periods of time could revolutionize surveillance. 65 Moreover, drone
technology is not being developed in isolation. Data captured by drones could be
correlated with other types of information gathered from, for example, smart phones
or connected cars in order to enhance “the growing digital record of everything we
do.” 66
These technological advances have raised concerns about a chilling effect that the
broad deployment of drones could have on everyday activities. In other words, it is
felt that the broad deployment of drones could “chill associational and expressive
freedoms” if people feel unable to act on individual choices without fear of
embarrassment or recrimination. 67 Canadian courts take such threats to personal
privacy very seriously, arguing that they undermine “the individual’s personal growth
and the flourishing of an open and democratic society.” 68
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However, while the temptation may exist to collect data or conduct general
surveillance in order to predict crime patterns and prevent criminal activity, the OPC
notes that there is no indication that drones are currently being used for these
purposes in Canada. 69
Finally, some commentators have suggested that the increased drone activity could
also alter public expectations of privacy. This could happen in one of two ways: on
the one hand, drone use may become “normalized” and accepted, as has occurred
with the use of closed-circuit television (CCTV) surveillance, which is largely now
accepted as a fact of life.70 Conversely, as the “cold, technological embodiment of
observation,” drones might draw public attention to potential privacy issues and
prompt calls for more rigorous privacy protections. 71

4.2

COMMERCIAL SURVEILLANCE

As discussed above, commercial drone use is rapidly expanding. In many instances,
this is largely uncontroversial from a privacy perspective: for example, the use of
drones to measure crop health or conduct topographical surveys does not present
obvious privacy challenges. However, drone technology in the commercial sphere
could also be harnessed for less desirable purposes. Some commentators have
highlighted the potential that drones offer paparazzi photographers and private
detectives, while others have focused on corporate espionage and theft. 72 Finally,
concern has also been expressed that companies could share data gathered by their
drones for targeted marketing purposes. 73

5

REGULATION OF DRONES IN THE UNITED STATES

5.1

FEDERAL REGULATION

In the U.S., the FAA oversees both manned and unmanned aircraft operations and is
responsible for the safety of U.S. airspace from the ground up. 74 The head of the
FAA, the Administrator, is authorized to issue, rescind and revise regulations that are
necessary to fulfil his or her role. 75 In 2012, Congress passed the FAA Modernization
and Reform Act, which mandated the Secretary of Transportation, in consultation
with stakeholders, including the FAA, to develop a plan for the “safe integration” of
drones into U.S. Airspace. 76 In response, the Department of Transportation
developed the Unmanned Aircraft Systems (UAS) Comprehensive Plan, and the FAA
proceeded with a number of rule-making projects. 77

5.1.1

REGULATION OF COMMERCIAL AND RECREATIONAL DRONES

Like Canada, the U.S. distinguishes between commercial and recreational drone
use. Historically, commercial drone use was heavily restricted, and drone operators
could not pilot their drones in the National Airspace System without specific
permission from the FAA.78 However, in 2016, the introduction of new rules – often
referred to as the Part 107 rules – altered this position, laying the groundwork for the
commercial operation of small drones to become the norm rather than the
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exception.79 The list of safety rules is extensive and includes, for example, pilot
certification requirements and a duty to maintain VLOS. 80 However, the rules also
contain a waiver mechanism to allow drone operators to apply for an exemption from
the operational restrictions in certain circumstances. The purpose of the waiver
mechanism is to allow the rules to accommodate the rapid technological advances
that define the sector. 81
In the U.S., as in Canada, the prospect of drone delivery has attracted considerable
interest. The U.S. rules allow for transportation of property for compensation or hire,
but only in certain limited circumstances. 82 Specifically, section 107.39 of Part 107
provides that drones cannot fly over “unprotected” people who are not directly
participating in the drone operation unless a waiver is obtained, as provided in
section 107.205(g). Moreover, section 107.205(c) states that a waiver cannot be
granted to authorize delivery for compensation or hire beyond the drone operator’s
VLOS. Effectively, this means that commercial drone delivery is not yet feasible. 83
Nevertheless, the FAA Administrator has indicated that rules to allow routine
unmanned aircraft operations beyond the pilot’s VLOS will be implemented “further
down the road.” 84
In contrast to its approach to commercial drones, the FAA has traditionally adopted a
hands-off approach to recreational drone use, favouring voluntary operating
standards and guidelines. 85 Broadly speaking, this remains the case today, although
some statutory guidance has been provided. For example, section 336 of the
FAA Modernization and Reform Act established the Special Rule for Model Aircraft.
This rule defines model aircraft and prohibits the FAA from promulgating any rule on
model aircraft if five criteria – including the requirement to operate in accordance with
safety guidelines – are met. 86 Nevertheless, the FAA maintains authority to protect
the safety of the National Airspace System, and the new rules contain a blanket
provision prohibiting model aircraft operators from endangering its safety.
In 2015, the FAA promulgated what is known as the Registration Rule with a view to
promoting safety by requiring the owners of recreational drones to register with the
FAA. 87 This requirement is stricter than the rule in force in Canada, which requires
only that recreational drones be labelled with the user’s contact information. However,
a model aircraft hobbyist challenged the U.S. rule, and in May 2017, the U.S. Court of
Appeals for the District of Columbia agreed that the rule violated section 336 of the
FAA Modernization and Reform Act, declaring the Registration Rule, to the extent that
it applies to model aircraft, unlawful. 88 The FAA has stated that it is working on a final
rule to implement the court’s decision. In the meantime, the FAA has offered drone
operators who are no longer required to register their drones the opportunity to delete
their registration and receive a refund of their registration fee. However, the FAA
continues to encourage voluntary registration of all drone owners. 89

5.2

OTHER REGULATORY AND LEGISLATIVE INITIATIVES IN THE U.S.

Although regulating airspace is a federal responsibility, a recent study found that
135 localities across 31 states have enacted drone legislation.90 It notes that
overwhelming majority of these ordinances restrict drone use, seemingly in response
to concerns that the FAA’s rules are not strict enough to prevent drones from being
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used improperly. However, the authors also observed that concerns have been
expressed that local rules may both conflict with federal authority and undermine the
integration of drones into the National Airspace System.
Despite these concerns, there appears to be an appetite for regulating drones at a
local level. In May 2017, four U.S. Senators introduced the Drone Federalism Act, a
bill that would encourage cooperation between all levels of government. The
senators contend that the legislation would “protect private property rights and allow
local communities to tailor drone rules to their specific needs,” while ensuring that
U.S. airspace remains the safest in the world.91 The bill has the support of various
organizations, including the United States Conference of Mayors; however, the bill’s
detractors argue that it would stifle the emerging commercial drone industry. 92
U.S. lawmakers have also displayed a keen interest in the privacy implications of
widespread drone use. In March 2017, two Senators introduced the Drone Aircraft
Privacy and Transparency Act of 2017 to establish safeguards to protect privacy
rights in an era of expanded drone use.93 Among other measures, and subject to
certain exceptions, the legislation would require law enforcement agencies to obtain
a warrant prior to using drones to conduct surveillance.

6

FUTURE CONSIDERATIONS

Ensuring public safety and security will present challenges to regulators and policy
makers as drone use grows. As discussed above, Canada has a regulatory framework
in place to allow for the safe operation of drones in the current operational context.
However, if commercial drone use becomes routine as expected, the likelihood of
unsafe traffic patterns and collisions is expected to increase. Consequently, attempts
are underway to develop air traffic control systems for drones.94
Traditional air traffic control systems use both human operators and technologies,
such as radar and transponders. However, a human operator–based system is illequipped to accommodate the “millions of drones expected in years to come” and
radar is not always able to detect small drones or operate at low altitudes.95 For
these reasons, other technologies are being explored. In 2015, NASA demonstrated
an air traffic management concept that involved cloud-based software tools and
geofencing. The tests were the first stage in a four-part project scheduled for
completion in 2019.96
In addition, commentators have highlighted a number of potential security threats
related to drone use, including hacking and terrorist activities. As has been observed,
drones are “flying computers” and, as such, can be hacked. Hackers could be
motivated by any number of reasons, including intent to steal a drone’s cargo, or
intent to cause mischief or carry out a terrorist act. 97
Of course, a drone does not need to be hacked to be used for terrorist activity.
Concern has also been expressed that drones may be used as flying explosive
devices or to conduct biological or chemical attacks. 98 While drone terrorism may
currently be “a very low probability event,” it is thought that the risk of terrorist activity
“will only increase” as drones become more commonplace.99
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In response to this terrorist threat, various jurisdictions are exploring a range of legal
and technological drone countermeasures. Examples of possible legal measures
include restricting airspace above high-value targets and creating the necessary
legal authority to define who is responsible for countering drone threats, along with
the rules of engagement. 100
Various technological defences are also being developed. Affixing transponders to
drones allows for detection and identification, while employing GPS signal–jamming
technology renders drones unable to follow the pilot’s navigation commands. In
addition, laser technology is being tested as a means of destroying drones. 101
According to media reports, the United Kingdom recently implemented GPS signal–
jamming technology to create a drone-proof “shield” around a prison in order to prevent
contraband from being introduced via drone. 102 Similarly, France deployed anti-drone
technology to protect stadiums during the Euro 2016 soccer championships. 103

7

CONCLUSION

The drone industry is expanding rapidly in both scale and scope, and presents new
opportunities to individuals, businesses and governments alike. In the public sector,
drones are expected to be deployed in the near term as a simple and cost-effective
alternative to airborne law enforcement activities.104 Using drones to facilitate certain
law enforcement activities, such as search-and-rescue operations or crime scene
photography, is relatively uncontroversial; however, concerns have been expressed
about the impact persistent drone surveillance could have on privacy and civil
liberties.
Similarly, the commercial market has increasingly turned to drones for a variety of
applications. In a few short years, drones have proven their worth in certain key
sectors, notably construction, agriculture and insurance. Other uses, such as drone
taxis and drone delivery, remain largely speculative, but as technology evolves, new
opportunities will undoubtedly emerge and mature.
The future of civilian drone use depends not only on technological development, but
also on public acceptance and adequate regulation. Future regulatory development
and court challenges will determine how the balance will be struck between
protecting safety, security and privacy, and fostering economic growth and personal
freedom.
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