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CYBERSECURITY: TECHNICAL AND POLICY 
CHALLENGES 

1 BACKGROUND 

Starting with a quick overview of some of the types of cyberthreats confronting 
Canada and its allies, this paper examines how Canada defines cybersecurity and 
considers the many human, technical, economic and political factors that make 
achieving cybersecurity so difficult. Finally, it touches on some of the international 
initiatives that have been undertaken to enhance cybersecurity. 

2 THE EVOLVING CYBERTHREAT LANDSCAPE 

The following are a few recent international and domestic cyber events that have 
been selected to characterize aspects of the current threat landscape. 

2.1 ATTACKS ON CRITICAL INFRASTRUCTURES 

On 23 December 2015, substations of at least three major power companies in 
Ukraine were systematically attacked, temporarily disrupting power supply to almost 
a quarter of a million Ukrainian consumers. Subsequent analysis showed that the 
computers used in the attack all appeared to be located in the Russian Federation. 
Unofficially, blame was placed on a Russian hacker group known as “Sandworm” 
(after a creature in Frank Herbert’s Dune novels; references to the fictional planets 
in those novels were embedded in the software code of the group’s attack tools).1 

A little under a year later, on 18 December 2016, Ukraine’s power grid was attacked 
once more. This time, the attack was not against substations further down the 
distribution chain but on a major transmission station in Kyiv. Though the resulting 
blackout was of a shorter duration, the implications were clear: the attackers had 
control over Ukraine’s power grid and could shut it down at will.2 

On 12 May 2017, ransomware dubbed “WannaCry” explosively came to life, 
self-propagating through networks and encrypting data on computers in some 
150 countries. Ransomware encrypts a victim machine’s files, rendering them 
useless until a ransom is paid to the attacker, usually in bitcoins. At least 
16 hospitals in the United Kingdom, Spain’s largest telecommunications provider, 
Telefónica, and the U.S. Fedex Corporation were among the organizations infected 
by WannaCry. Though media reports indicate that some 300,000 systems were 
affected worldwide, no Canadian organization publicly acknowledged having 
been infected.3 State-level attribution for a cyberattack is rare, but, significantly, 
in December 2017 the United Kingdom, the United States, Australia, New Zealand, 
Canada and Japan all formally attributed the attack to North Korea.4 Such definitive 
attribution has important implications under international law concerning response 
and accountability. Simply put, if the source of a cyberattack cannot be attributed 
with a high degree of certainty, then nobody can be held responsible and the 
legitimacy of any act of retribution can be called into question. 
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On 27 June 2017, Ukrainian banks, government ministries, media outlets and 
electricity companies were attacked by a modified version of the “Petya” malware 
that had been used in the widespread “WannaCry” ransomware attack that had taken 
place a month earlier. At first the goal of this attack, called “NotPetya” by some, 
appeared be extortion. However, modifications made to the Petya tool for this attack 
led some analysts to suggest that the goal was rather to cause maximum damage to 
infrastructure by wiping hard drives.5 On 15 February 2018, both the United States and 
the United Kingdom formally attributed the NotPetya attack to the Russian military.6 

2.2 ATTACKS FOR HIRE 

On 8 August 2017, Israeli police arrested two teenagers suspected of operating 
vDOS, which at the time was one of the most profitable attack-for-hire services 
online. Over the four years it was in business, vDOS is reported to have had tens of 
thousands of paying customers and facilitated over 2 million distributed denial of 
service attacks (DDoS). DDoS rely on covert networks of thousands of hacked 
computers or “bots” that can be commandeered to attack victim computer systems 
by overwhelming them with traffic.7 

In March 2014, Karim Baratov, a Kazakhstan-born Canadian citizen, was arrested in 
Ancaster, Ontario, in connection with a massive breach of Yahoo that resulted in the 
exposure of the account information of 500 million users. Baratov, who was extradited 
to the United States, and three other individuals face charges of conspiracy, computer 
intrusion and economic espionage in an intelligence-gathering operation run by the 
Russian Federal Security Service.8 

2.3 ATTACKS ON PUBLIC PERCEPTION 

Starting in 2015, hackers working for intelligence agencies of the Russian Federation 
successfully penetrated the computer network of the Democratic National Committee 
(DNC) in an operation referred to by U.S. authorities as GRIZZLY STEPPE.9 Some 
argue that the resulting fallout from the leaked DNC emails tipped the 2016 presidential 
election in President Donald Trump’s favour.10 

For at least a decade, using what RAND Corporation analysts Christopher Paul and 
Miriam Matthews call a “firehose of falsehood propaganda model,” 

11 Russia has 
been seen by observers as attempting to undermine NATO cohesiveness and 
public support. In recent years, this campaign has reportedly harnessed the Internet, 
using blogs and other social media to disseminate fake news and attack views that 
contradict Russian interests. So-called “troll farms” – legions of individuals who are 
paid to post Russia-friendly comments on fake social media accounts – are reportedly 
being used, as well as automated “bot” programs that are capable of disseminating 
propaganda on a massive scale. 

2.4 ATTACKS ON HUMAN RIGHTS 

On 19 June 2017, Citizen Lab, a University of Toronto research centre, issued a report 
on its analysis of a spyware12 campaign conducted against Mexican journalists and 
lawyers, and human rights and public health advocates. According to Citizen Lab, 
an Israeli company called NSO Group likely conducted the campaign on behalf of 
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elements of the Mexican government. Citizen Lab also noted that “[m]any of the 
journalists and civil society members who were targeted with infection attempts 
using NSO links, and their colleagues, were similarly targeted for other forms of 
harassment, and intimidation.” 

13 

As these events indicate, cybersecurity entails far more than securing technology 
against online attacks. It also concerns protecting individuals and society against 
cyber-enabled influence campaigns, extortion, surveillance and intimidation. 

3 CYBERSECURITY CHALLENGES AND SOLUTIONS 

3.1 WHAT IS CYBERSECURITY? 

Not everybody agrees on what cybersecurity means. To a systems administrator, 
it means ensuring that networks, computer systems, mobile devices and data 
residing on each of the aforementioned are appropriately protected against 
unauthorized actions.14 Civil rights activists often define cybersecurity as protection 
against online surveillance by government or by private sector corporations. 
To a nation-state, cybersecurity takes on geopolitical connotations. For example, 
some states, such as China and Russia, view the borderless nature of the Internet 
with great suspicion and define cybersecurity in terms of maintaining sovereign 
control over the online activities of their citizens. 

The Freedom Online Coalition, a 30-member group of governments that has 
committed to work together to support Internet freedom and protect fundamental 
human rights, has developed this definition, to which Canada contributed:  

Cybersecurity is the preservation – through policy, technology, and 
education – of the availability, confidentiality and integrity of information and 
its underlying infrastructure so as to enhance the security of persons both 
online and offline.15 

Canada asserts that there can be no trade-off between human rights and 
cybersecurity, believing that the protections international law affords to these 
rights apply in the cyber realm.16 

3.2 CHALLENGES TO CYBERSECURITY 

3.2.1 WHY IS CYBERSECURITY SO DIFFICULT? 

If, as this definition suggests, cybersecurity can only be achieved through attention 
to people, processes and technology, there is a lot that can go wrong. Humans – 
their awareness of risk and adherence to security best practices that can help 
mitigate these risks – are always the weakest link in a security system. Too often, 
people either bypass security measures because they are inconvenient or place 
too much faith in security measures that are insufficient. Poorly designed technology 
can give rise to both of these behaviours. 

Other factors, such as rapid technological innovation, market forces and geopolitical 
competition also contribute to the cybersecurity challenge. 
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Indeed, beyond user interface considerations, the information and communications 
technologies (ICT) that form the substance of cyberspace present near-insurmountable 
security challenges. ICT is particularly hard to secure because it is software-centric.17 
Software can comprise millions of lines of code and obscure subroutines, leaving 
plenty of room for errors and functionality that may not be completely understood 
and whose provenance may be equally murky. Although various automated software 
tools can help check for errors in coding, and advances in artificial intelligence – 
especially machine learning – promise to one day assist or even take over the task 
of software engineering, much still depends on human coding skills and quality 
assurance processes.18 

Intense competition – spurred on by growing consumer demand19 as well as the 
globalization of ICT innovation and production – has led to ever-tighter to-market 
cycles for ICT products. Silicon Valley (and Canadian counterparts in places 
like Toronto, Waterloo, Vancouver, Montréal and Ottawa) may still be providing 
the world with stunning ICT innovations,20 but this leadership is being challenged. 
In June 2017, for example, China achieved a major milestone in the field of 
quantum computing by successfully using a satellite to transmit a quantum signal.21 

Since 2000, Asia-Pacific’s ICT sector has shifted from merely assembling electronic 
consumer goods built elsewhere to indigenous production and innovation. Today, 
the world’s third largest smartphone vendor is Huawei, based in Shenzhen, China.22 
Huawei may soon overtake those companies currently occupying first and second 
place – Korea’s Samsung and the United States’ Apple, respectively – but only if it 
can stay ahead of two other Chinese competitors, Oppo and Vivo.23 

Wireless broadband (and, increasingly, fibre-optic cable) has lit up underserved 
parts of the globe such as Africa, creating millions more tech-hungry consumers 
virtually overnight.24 Through such initiatives as Google’s CSquared25 and Project 
Loon,26 Facebook’s Aquila Internet-by-drone project27 and China Communications 
Services Corporation’s “Eight Vertical and Eight Horizontal” plan,28 Africa is rapidly 
joining the rest of the digitized world. Like mobile users elsewhere, the new 
consumers on this continent, who thus far come mainly from relatively affluent urban 
centres, live their lives through their mobile devices, using them to stream online 
content and communicate with friends, family and work almost from the moment they 
get up in the morning. Though only a small number are currently using their mobiles 
to bank and make small purchases, a high percentage of Africans have indicated 
an interest in doing so as soon as these services become more widely available.29 
For ICT vendors, the goal is clear: to reap the rewards from being first to market 
with affordable, feature-rich smartphones. 

By and large, it is software – not hardware – that delivers the features consumers 
want and the profit margins vendors desire.30 Moreover, as Africa’s digitization model 
suggests, mobile devices are rapidly replacing laptops and desktop personal 
computers as technologies of choice.31 This miniaturization has significant 
implications for software development. Unlike software that runs on desktop PCs, 
software applications developed for mobile devices, called “apps,” must be pared 
down to address constraints such as limited battery life and smaller screen size. 
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From a security standpoint, the pared-down nature of apps can be a good thing in 
that it leaves less opportunity for errors and unnecessary/unknown functionality to 
be introduced. Nonetheless, because they interact with other systems, apps still 
require careful and well-documented coding to avoid the introduction of security 
vulnerabilities.32 Because of the desire to respond rapidly to the seemingly insatiable 
consumer demand for novel, easy-to-use apps and the fact that many coders either 
do not know how to produce clean code or have criminal intentions, secure apps 
are the exception rather than the rule.33 It is also worth bearing in mind that, as 
hardware continues to evolve, so too will the ability of mobile devices to run 
ever-more-sophisticated apps, possibly increasing the likelihood that bad code 
will slip by even when a vendor does vet an app for vulnerabilities. 

Whether it is for traditional software applications or mobile device apps, software 
development has become a sprawling global enterprise. Opportunities abound for 
faulty code to be introduced, either inadvertently or by design. For example, it is 
common practice for coders to re-use program components offered by third party–
operated open source code libraries such as Github and Bitbucket. Failure to vet 
re-used third party code for errors has led to the introduction of widespread and 
significant vulnerabilities in airport surveillance cameras, and in sensors, networking 
equipment and Internet of Things devices.34 

Integrated circuit chip production has also gone global.35 By 2005, most chips were 
being manufactured in chip foundries located in Taiwan.36 Today, Taiwan still leads 
in production, but South Korea is catching up, and China has seen the largest overall 
increase in capacity growth.37 

Of course, even if it were possible to relocate the entire IT supply chain onshore,38 
adversaries could always influence employees and target parts of the chain, using 
techniques such as phishing, to introduce vulnerabilities. Western allies, Canada 
included, have more than a passing acquaintance with IT supply chain infiltration. 
In 2006, for example, the United States National Security Agency (NSA) – with 
the possible knowledge of its Canadian counterpart, the Communications Security 
Establishment39 – is reported to have paid a well-known U.S. cryptography product 
vendor and the International Organization for Standardization to promote an 
encryption methodology containing a backdoor.40 Even further back in time, in 1983, 
a Soviet gas pipeline in Siberia suffered a spectacular explosion which was 
attributed to a U.S. Central Intelligence Agency–run deception operation that 
delivered malware-embedded software into the hands of the KGB. For years, 
KGB agents had been illegally acquiring technology from the West and this was 
payback.41 A Canadian company is said to have played a key role in delivering 
this Trojan horse into Soviet hands.42 

3.2.2 CYBER SUPPLY CHAIN INSECURITY 

Given the aforementioned, it should hardly come as a surprise that cyber supply chain 
security43 has become a key concern, with some countries, such as the United States, 
favouring an outright ban on the use of software and hardware components from 
countries of national security concern, such as China or Russia, in critical systems.44 
For their parts, China and Russia appear to be mirroring aspects of U.S. policy. 
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On 1 June 2017, for example, a new cybersecurity law came into force in China. 
Among other things, it empowers the China Information Technology Security 
Evaluation Center, an office in the Ministry of State Security, to request source code 
and other intellectual property of tech suppliers operating in the country.45 

On 8 September 2017, media reports cited Russian President Vladimir Putin as 
saying Russian technology firms could lose government contracts if they use 
foreign-sourced software that Russia deems a national security risk.46 In the 
meantime, Russia is requiring Western IT security product vendors to hand over 
source code so that Federal Security Service–accredited labs and the Federal 
Service for Technical and Export Control (a Ministry of Defence agency whose 
mandate includes countering cyber espionage) can search for exploitable 
vulnerabilities and intelligence agency–created backdoors.47 In some instances, 
Russia is permitting these source code inspections to take place in the vendor’s 
own secured facilities.48 

Other countries, including Canada and the United Kingdom, have also reserved the 
right to formally test the trustworthiness of these types of foreign-sourced products 
prior to using them.49 

3.2.3 THE CYBERSECURITY DILEMMA 

As the growing demand to inspect foreign IT products for backdoors indicates, 
cybersecurity is hard because we do our best to make it that way. Sometimes 
exploitable vulnerabilities are deliberately built into IT products at the behest of 
national security agencies, and sometimes they are simply discovered after a product 
has come to market. When national security agencies discover or acquire knowledge 
about a significant vulnerability from underground sources, they often keep quiet 
about what they know so that they can use the vulnerability to enable signals 
intelligence collection through cyber operations. Vendors may either be unaware of 
these so-called “zero-day” flaws or may not yet have engineered a patch for them. 
An average of 6.9 years can go by before individuals and organizations operating 
devices and networks with these vulnerabilities learn of their exposure to attack 
by criminal or state actors.50 

This “keep quiet” approach has been referred to in the national security community 
as “NOBUS,” short for “Nobody But Us.” Cybersecurity scholar Ben Buchanan believes 
NOBUS has become untenable.51 NOBUS, he says, is based on the mistaken 
notion that the United States and its Five Eyes signals intelligence partners52 can 
maintain a monopoly on knowledge about vulnerabilities in the global information 
infrastructure and, by virtue of this monopoly, control the cybersecurity outcomes. 
Edward Snowden’s leaks, globalization of the cyber supply chain, efforts to assert 
national sovereignty over the infrastructure of cyberspace (discussed in greater 
detail below), not to mention efforts by non-allied nations to verify software source 
code, are just a few of the reasons why NOBUS is untenable, argue Buchanan and 
other observers.53 In many ways, NOBUS is security through obscurity and too 
much has come and is coming to light for this approach to continue working in any 
predictable manner. 
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In the wake of the May 2017 “WannaCry” and “Petya” ransomware attacks, attacks 
that used leaked NSA cyber exploitation tools and affected critical infrastructures 
in 65 countries, government stockpiling of zero-days has come under fire.54 
Pushing back against calls for the NSA to end this practice, recently retired NSA 
Deputy Director Rick Ledgett said such a move would be “tantamount to unilateral 
disarmament in an area where the U.S. cannot afford to be unarmed.” 

55 He argued 
that “[n]either our allies nor our adversaries would give away the vulnerabilities in 
their possession,” adding that, “our doing so would probably cause those allies to 
seriously question our ability to be trusted with sensitive sources and methods.” 

56 

Unlike other members of the Five Eyes group, the United States has permitted 
some insight into the interagency process it uses to assess the risks of disclosing 
or retaining information on zero-days, the Vulnerabilities Equities Process (VEP). 
For example, in the wake of the 2014 Heartbleed security vulnerability scandal,57 
Special Assistant to the President and Cybersecurity Coordinator Michael Daniel 
discussed the process in detail in a White House blog post.58 Canada has not 
been so forthcoming about its own VEP.59 

On 17 May 2017, a bill that would codify the VEP into law was introduced into both 
the United States Senate and House of Representatives.60 Significantly, the bill 
calls for the VEP to include an assessment of the risks to foreign countries and 
their citizens posed by not sharing or releasing information about vulnerabilities. 
With respect to the United States’ Five Eyes allies, including Canada, these risks 
might include loss of an important signals intelligence collection method that they 
had a hand in discovering. 

3.2.4 “GOING DARK” 

The recurrent “going dark” debate over strong encryption raises a similar cybersecurity 
dilemma. The term “going dark” refers to the loss of access by law enforcement 
and national security agencies to the communications of targeted individuals. 
Put simply, more Internet service providers and individuals are starting to take 
cybersecurity seriously, and this makes the work of law enforcement and national 
security agencies much more difficult. For example, major Internet service providers 
have started to offer end-to-end encryption,61 following Edward Snowden’s 
2013 leaks about a Five Eyes program called MUSCULAR under which signals 
intelligence agencies bypassed the need to obtain a warrant to collect communications 
from private-sector service providers, instead tapping directly into the international 
networks these providers use to transmit customer communications.62 Hoping to 
win back consumer trust, major providers, such as Google, Facebook and Apple, 
now offer encryption-secured messaging and email applications.63 

Some of Canada’s allies argue that this end-to-end encryption thwarts their 
ability to detect and disrupt terrorist plots. Following a Five Eyes meeting of public 
safety, immigration and justice ministers held in Ottawa in June 2017, Australian 
Prime Minister Malcolm Turnbull called on telecommunications companies to 
voluntarily ban all systems that enable end-to-end encryption, while British 
Home Secretary Amber Rudd opined that “real people” do not require end-to-end 
encryption.64 Here in Canada, Royal Canadian Mounted Police (RCMP) Commissioner 
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Bob Paulson told reporters in November 2016 that law enforcement agencies need 
legal remedies to enable access to encrypted information because “there’s criminal 
activity going on every day that’s facilitated by technology that we aren’t acting on.” 

65 
According to media reports, in a 23 June 2016 briefing note prepared for Canada’s 
National Security and Intelligence Advisor and released under the Access to 
Information Act, the RCMP depicted itself as falling behind its Five Eyes counterparts 
with respect to digital investigative capabilities.66 

Counter-arguments to these calls to weaken encryption are coming from some 
surprising sources. Two recently serving heads of signals intelligence agencies – 
Michael Hayden and Robert Hannigan, former directors of the NSA67 and the 
United Kingdom’s Government Communications Headquarters, respectively – have 
spoken out against building backdoors into encryption, saying the overall costs to 
cybersecurity would be too high. Both men appear to believe that a better approach 
for national security agencies is to attack endpoint weaknesses – for example, 
suboptimal user security practices or vulnerabilities in software running on user 
devices68 – rather than the encryption algorithm itself.69 

3.3 PROPOSED CYBERSECURITY SOLUTIONS 

3.3.1 CAN THE INTERNET BE FIXED? 

By now, most people understand that they face risk every time they go online to bank, 
make a purchase, or send a text. A smaller number understands that the problem lies 
with how the Internet was designed. The Internet was built for survivability, not security. 
The Transmission Control Protocol and Internet Protocol (TCP/IP) – the engineering 
standard underpinning the Internet – was developed in a time when people worried 
about partial destruction of the existing network by nuclear weapons. TCP/IP therefore 
ensures information gets to where it needs to go by breaking it up into lots of data 
packets and then using whatever viable route exists to deliver these data packets 
to their final destination for reassembly. 

In the TCP/IP architecture, the focus is on connectivity, not content – TCP/IP delivers 
data packets reliably but without regard to what is being sent. Almost since the 
inception of the Internet, however, malicious actors have exploited its blindness 
in order to send data packets embedded with harmful payloads or to simply open 
the packet delivery “floodgates” against others in DDoS attacks. As connectivity has 
become both ubiquitous and continuous, so, too, has online criminality. By some 
estimates, cybercrime will cost the global economy $6 trillion a year by 2021.70 

It may come as a surprise, then, that the technology which can eliminate most forms 
of online maleficence has existed – indeed, has been in use – for nearly 20 years. 
The inventor of this technology, called the Handle System,71 is Robert Kahn, an 
American, who, along with another American, Vinton Cerf, invented the TCP/IP 
standard.72 Put simply, the Handle System takes the focus away from moving 
around anonymous data packets and instead re-envisions the Internet as a giant 
database where the emphasis is placed on gaining access to “digital objects” such 
as web pages, research papers or Internet-connected devices. 
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Under Kahn’s system, these digital objects are assigned persistent identifiers, 
called handles. Handles provide metadata about an object, such as where it is 
available, what formats it is available in, who is permitted access to it, and whether 
payment is required for access. In a privacy-respecting scenario, persons wanting 
access to a resource should be permitted to retain some anonymity, creating a user 
identity that is used for that service alone. Libraries and academic institutions were 
early adopters of this system, using handles to identify and manage access to 
information resources in their possession.73 

Viewed through a security lens, digital object identification is attractive because 
it enables greater and more granular control over Internet-connected resources. 
As more and more devices join the Internet of Things (IoT), the Handle System 
would seem to offer some hope that these Internet-connected objects, such as dolls, 
refrigerators and fish tanks,74 will not be turned against us. 

But, of course, unique identifiers can also be applied to people, enabling greater 
control over their online and offline lives. It is not by coincidence that China, 
Russia and Saudi Arabia are all enthusiasts of an implementation of the Handle 
System called the Digital Object Architecture (DOA). Each of these countries has 
been criticized by human rights groups for their heavy-handed approach to civil 
liberties.75 China and Russia have long been clear that they see the goal of 
cybersecurity as securing information rather than information systems.76 At the 
November 2016 meeting of the United Nations’ International Telecommunication 
Union (ITU)77 World Telecommunication Standardization Assembly in Tunisia, 
they were among those countries that pushed hard to have a series of resolutions 
to incorporate the DOA in the ITU’s work adopted. 

Arguing that such a move would run contrary to the ITU’s technology-neutral tradition – 
DOA is a proprietary technology, and a private corporation called the DONA 
Foundation administers the Global Handle System – a number of countries (including 
Canada), led by the United States, successfully defeated each of the six resolutions 
attempting to incorporate DOA by name.78 This is not the first time that the ITU has 
served as a battleground for control over the Internet, nor is it likely to be the last. 

3.3.2 INTERNET GOVERNANCE 

In 2015, at the Tenth Plenipotentiary Conference of the ITU in Guadalajara, Mexico, 
Russia and a group of former Soviet nations proposed that the ITU take over the 
work of the Governmental Advisory Committee (GAC) to the Internet Corporation 
for Assigned Names and Numbers (ICANN). ICANN is an internationally organized, 
non-profit organization that has been coordinating the assignment of IP address 
space, top-level domain names79 and other technical elements that keep the Internet 
functioning.80 Essentially, ICANN controls the Internet’s “address book.” In keeping 
with ICANN’s multi-stakeholder, consensus-driven model, GAC is just one entity 
among many that drive ICANN’s work. Other ICANN stakeholders include private 
sector corporations, technical experts and academics, civil society organizations 
and members of the public. 
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Russia’s bid to have the ITU take over GAC’s work failed, but had it succeeded, 
the changes to Internet governance would have been profound. The ITU operates 
under a system of “one nation, one vote.” It is for this reason that Canada and its 
allies have fought hard to ensure that matters related to Internet governance and 
cybersecurity stay off of the ITU’s agenda. Given the success that a collection of 
authoritarian regimes have had in making the Handle System the de facto approach 
to identity management for the IoT, it is clear that leaving decisions that have 
implications for cybersecurity to states alone could have serious implications for 
Internet freedom. Implemented without thought for human rights, the Handle System 
or, for that matter, any technology that is used to permanently assign unique identifiers 
to devices and people,81 is an ideal way for authoritarian regimes to lock down their 
part of the Internet. 

3.3.3 THE UNITED NATIONS GROUP OF GOVERNMENT EXPERTS  
IN THE FIELD OF INFORMATION AND TELECOMMUNICATIONS  
IN THE CONTEXT OF INTERNATIONAL SECURITY 

Up until recently, there had been some reason to hope international consensus 
might eventually be achieved on how states conduct themselves in cyberspace. 
Efforts to examine norms of behaviour in cyberspace have been taking place in 
the United Nations Group of Government Experts on Developments in the Field of 
Information and Telecommunications in the Context of International Security 
(UN GGE) since its establishment in 2004. Canada was a member of the UN GGE 
in 2012–2013 and in 2016–2017. 

The UN GGE is credited with setting the global cybersecurity agenda and promoting 
the norm that international law applies to state behaviour in cyberspace.82 While not 
legally binding, UN GGE reports have served to articulate norms of behaviour and 
support for confidence- and capacity-building measures. For example, in 2015, 
UN GGE members agreed that  

[a] State should not conduct or knowingly support ICT activity contrary to its 
obligations under international law that intentionally damages critical 
infrastructure or otherwise impairs the use and operation of critical 
infrastructure to provide services to the public.83 

However, in its most recent working group meeting, held from 19 to 23 June 2017, 
the UN GGE was unable to achieve consensus on the issue of what options nations 
should have to respond to cyberattacks and what role, if any, the UN has in 
sanctioning cyberattackers. Some believe that the UN GGE’s inability to agree on 
these key issues, as well as the ongoing flouting of agreed norms through attacks 
on critical infrastructure, place this forum’s future in question.84 At the very least, 
the UN GGE impasse highlights the fact that many of the core questions surrounding 
cyber operations remain unsettled. 

China is among those nations that have refused to engage on the specifics of how 
current international law should be applied in cyberspace. Along with Russia, it has 
for some time argued that, rather than discussing how to regulate cyber warfare 
using existing international law, nations should be working through the UN to develop 
a treaty. In this connection, China, Russia, Kazakhstan, Kyrgyzstan, Uzbekistan 
and Tajikistan have repeatedly proposed a draft international code of conduct for 
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information security which they developed in 2011. A revised version of this proposed 
code was submitted to the UN Secretary-General in 2015,85 two years after China 
had indicated in the UN GGE’s 2012–2013 consensus report that it accepted that 
international law – including the United Nations Charter 86 – applies in cyberspace.87 

In a 17 August 2017 paper, U.S. legal expert Julian Ku examined China’s views of 
the law of jus ad bellum – the conditions under which states may go to war or use 
armed force – and how these views might inform its thinking on cyber warfare.88 
Ku notes that though China’s interpretation of the law of jus ad bellum – as codified 
in the United Nations Charter – accepts the use of force against an armed attack, 
China has a much narrower view than the United States of the circumstances under 
which states may legitimately use force and under which they can claim self-defence. 
Essentially, says Ku, China is of the view that, except for self-defence, all decisions to 
use force should be sanctioned by the UN Security Council. Ku goes on to state that:  

Chinese scholars are uniformly skeptical of any right to self-defense before 
an actual armed attack has occurred. While they follow the “imminence” 
requirement stated in the famous Caroline case,89 neither are they willing to 
accept any loose or broad definition of this requirement.90 

For these reasons, argues Ku, Chinese interpretation of jus ad bellum holds that the 
mere planning of an armed attack cannot be considered an armed attack triggering 
self-defence. 

3.3.4 TALLINN MANUAL 2.0 ON THE INTERNATIONAL LAW  
APPLICABLE TO CYBER OPERATIONS 

Unlike China, the United States (and, presumably, close allies like Canada91) 
appears to believe that there may be circumstances where anticipatory self-defence 
can be justified long before a cyberattack rises to the level of an armed attack. These 
circumstances are discussed in Rule 73 of the Tallinn Manual 2.0 on the International 
Law Applicable to Cyber Operations (Tallinn Manual). 

Now in its second iteration, the Tallinn Manual is a non-binding but highly influential 
examination of the application of international law to cyber operations. Led by 
American legal scholar Michael Schmitt, a multinational group of international law 
experts, drawn mainly but not exclusively from NATO member countries, drafted the 
manual. Canada participated in the drafting of both iterations. China also contributed 
its thoughts on the draft92 but, according to Ku, Chinese media and scholars expressed 
widespread skepticism about the final version.93 

Though Rule 73 in the Tallinn Manual acknowledges division on the issue of 
anticipatory self-defence, it states that the majority of the international group of experts 
responsible for drafting the manual rejected a strict temporal analysis, favouring 
instead the idea of “last window of opportunity” as being the correct standard. 
According to Rule 73, “[t]his window may present itself immediately before the attack 
in question, or, in some cases, long before it occurs.” 

94 However, the Tallinn Manual 
also notes that the majority view was that the “last window of opportunity” should not 
be viewed as a licence to dispense with the temporal standard completely. The further 
an attack is from being realized, they argued, the greater the likelihood that other 
response options will be available. 
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4 OBSERVATIONS AND CONCLUSIONS 

As the preceding discussion highlights, cybersecurity is a challenging and 
multi-dimensional issue that draws the attention of many stakeholders. Technical 
solutions offer both promise and peril. Strong encryption and privacy-protective 
Internet protocols enable citizens to engage in commerce and conversation without 
fear. However, such protections also enable criminality and complicate the work 
of national security and law enforcement agencies significantly. 

The seeming trend towards states demanding to inspect source code prior to 
deploying IT products, coupled with continued advancements in code inspection tools, 
may provide a sense of how we might go about re-establishing trust. Knowing that 
there is a good chance such inspections will uncover vulnerabilities and backdoors 
incentivizes developers to build things right in the first place. The trick will be in scaling 
up sound engineering and assurance testing at the system and network levels. 
This is not impossible, but it is challenging.95 

Policy solutions, specifically those concerning Internet governance and cyber norms, 
offer starkly different views of the way ahead. Governed by states alone, the 
cyber domain could certainly be made more secure, but Canada and its allies 
believe this solution would come at an unacceptable cost to human rights. 
Governed as it is now by a broad array of interested parties working through an 
equally broad array of international fora, the Internet is relatively free and open, 
but there is no guarantee that it will remain that way. States such as Russia and 
China have already shown their determination to exert sovereign control over their 
cyberspace through such measures as requiring the localization of data storage, 
blocking access to Internet content and regulating the use of virtual private networks.  
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